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The Cyber Development of the Ministry of Defence have the
important limitation such as the operation standards of cyber security,
referred ISO 27001: 2005, which is based on business processes rather than
being used in military missions. Therefore, the Ministry of Defence should
apply the U.S. DoD standard which cover a basis for the computer safety
assessment process for the effectiveness of the equipment, including
amendments to suit the context of the Ministry of Defense but still
conform to international standards. Currently, the proactive mission for
both inside and outside the country, there have operate without legal
support. Therefore, Ministry of Defence should list the officers who have
responsibility for cybersecurity functions for approval. However, there is not
cover for operations outside the country. In addition, the cyber warfare
capability of Ministry of Defence is still lack of unity in operation. Therefore,
the cybersecurity board should be appointed by the Ministry of Defense.
They should establish cyber defence command center which lead to unity
in practice, reducing work load of cyber operation center and enhances the

cyber warfare efficiency.
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