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ABSTRACT
AUTHOR: Colonel Panuphan Intaraprom
TITLE: Guidelines for Enhancing Cybercrime Prevention Awareness

Among Royal Thai Army Personnel
DATE: 9 September, 2025 WORD COUNT : 12,712 PAGES : 38
KEY TERMS: Cyber Awareness, Cybercrime
CLASSIFICATION: Unclassified

This research examines the state of cybersecurity awareness

and the factors influencing cybercrime prevention among Royal Thai Army
personnel, in alignment with the 20-Year National Strategy, national security
policies, and the Army’s strategic action plan. The study employs strategic
analytical frameworks (PMESI, SWOT, and TOWS Matrix) to evaluate strengths

weaknesses, opportunities, and threats in cybersecurity within the military

)

structure. Additionally, it incorporates Self-Awareness Theory, Crime Triangle
Theory, and Routine Activity Theory to analyze behavioral patterns and

mechanisms to enhance cybersecurity awareness among personnel.
Findings reveal that cyber threats-including phishing, malware, and

advanced persistent threats (APT)-are increasing due to insufficient training
and risky behaviors. The study indicates that hands-on training and e-learning

programs significantly reduce cybersecurity risks.
Therefore, this research proposes a proactive strategy to improve

Qybersecurity awareness through structured training programs, investment in
cybersecurity technologies, and inter-agency collaboration, strengthening the

Army’s preparedness against cyber threats in the digital era.
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3. 97897 Cybersecurity Report 2023 910 Global Cybersecurity Institute
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Threats (APT) Bsannududeuluimaiauazisnisusarsunuudssalyinslostuuas
nsnsavduiinaauengiuin mslauilewesivandindidivine fiduseu
Tnssadaiuguiidrdn wu ssuuedetns, ssuugudeyaresizuia wazesdns
ffldoyamnaneg

1.3 N15VIAAUATENUNFUALLET AT TMUTTTUVRIYAAINT
Hadudrdaiiudedmlidussuy Wuanuiimesgraunlunisasuasig
PnuRsEvinvesyaansiieIfufuloues Fsnsviarnuiuasinueduleues
dwalviosdnslianunsasuiiomgnisalaniduliegvsiadiwaziiussdnsam

1.4 fsanamuannguanvynslyuasiaznslaunaneeuszma
wnltfuvesnmslandisnanassemanagng sowannslouesa fianud vawgy
Fuweliatugs Behlimuuuswesteluvesasdu Sovadiidmnefioandn
AR ALz deyaduaduremesdnging 4 meluuazmeuenszuna

1.5 Usingmsaiufisreatwumasiinsznuiunasinun uesdns
agnssuildszuulnsfnrinionsdeasiedeniuniasendnlunsniy
Aanssumsenvanssy Taesialduds Taslowesludnvasdasldmaina Sodal
Engineering lun1snasnalatoyauazyaaing dse1asauienisUasudniy
A miingmne wu Wmihivesnewinun vievthenuizdu 9 wWeldldsu
aulindlannmde anduisiudunisdonfudoyadiuyana Judiyd
Uasy viodoyafiddnmeiuauiung

1.5.1 wansznufioniindudenasinundudoyauas
anusiung Msiufsreaisunesannsatasudududmiiinosinmieduny
*vm'f;smuiwmiﬁﬂ%ﬁ'qmasl,ﬁ’t,ﬁmﬂ7s%ﬁiwamaﬂ%’aaﬂaﬁawﬁmmé’uLLazﬁwﬁmﬁia
nsUftRnmsvesnawinun milaudlegistenatilugnmaluedeyaduniedeya
daufvesyaans dedamasiannusiunazanuindedelusyuuuinsdanis
anulaensigloiuaivemiieay

1.5.2 wanszvuiianaifad usenasinundumsuivsdans
LAEINBUAINYABANY MINLAIABAULABTHAINAINITALUNITHADNAI
Tiypansilamedoyaniodensefuszuuiilivaonde nadnsiiniuanenady
nsdeudsdeidowemihsiu amduudwonnasmssinleesiflegazgn
NAFDUBE9TULTS TeaRrevanssumslueslulssmalneifinfudanugeds
waneuauns (@nausiisauien®) [undngiuBuduanunaduiingnd



18

a U
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1.6 Tasead1eMugu (Infrastructure) Tassadsfiugiu
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2.4 9Uas3A (Threats) duAnA1unaleiuasin1snauILae
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1.2 myasn ulumalulagd doesnun e a3 n awisaldyauds
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Operations Center) wazszuu Cloud Computing Tun1sdnvinlusunsufineusuiidl
Usgansnn lngordelenmannnisaduayusulszanasuanusiuaamiloiues
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1.4 WAMANGATRNBUTUANIZNIG
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Intelligence M dog lunaainunlunisnsiadunginssufidauniwazdeaniu
nN15LUAKUY APT (Advanced Persistent Threat) 1agianizanUssinee hudunaz
nAuLENININLANEA NG

2.2 nMsidEuaieinusssuaulaaadenieleuas naainun
Asdavi Tasanseusudeufuanag Alianuddydvaniunisalsennaiy
AT UL 1Y Capture the Flag (CTF) wag Cyber Drill LarnsSnsaiiu CERT
(Computer Emergency Response Team) fuanigAaduluueiniainuaiunsg
lunisfuiiouazmavauss  aeamnnisallawesuuuiiealnid Tnsodugauds
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Testing) 4 AvMN1SNAAD UL SEULLAENSUSEIT uAud selaivedid usses
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3.1 NALETNAI9AMUTUAYDITTUUATAUNA NMILNLATTIL
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3.3.3 WnunAudvoyad1sed (Backup Data Center) tiia5uile
fruwnNIsalaNay

4. nagnsidauily (WO Strategy) 3aUsuUsan1sInn1svangns
LAYSTUUNSUTEIUNG IRgdhuInIanall
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4.2 n15U5UU3992UUNITUTNISTANTITAIUS (Knowledge

management)
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4.4 n3vadefiunauauasrann1salfeana1u (Cyber
Incident Response Team (CIRT)) CIRT A258 wuan 19U UA 7 Fataudinu
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pmgnsAanied 20 U uavuloutonasinun U 2568 iumsiauiniusiung
malsvosifudduiu q Favnefdivissulszanauasnmsaduayuanguinis
sefugeahadisme nsfinagnstasnadosfuuloviednavinlinimdnduuas
nsoudRlasin1sAe o Tlenaduiog

3. Tassasamstedutyvesnesinunfidiuuds Hrelvinisanenen
augwaznsinevsululuegadiuszdnsnmuazaseunguinganannsziu
FDE1IU NFIRENGDUANIUNITAITI8D9 (Cyber Drills) #3on1SWAILT Intranet-
Based Threat Sharing System @1115an333189ayassnnaulaag19590157
r;huﬁziaamaﬁﬁagjt,t,é”s sunsnsivlaveanaluladansauwme 1w Al Lay Big Data
LarANTINdesEninUsema Walanalinesinunid1fsleyauazinaila
n5teerufi iuate 1wy n15ld Albased Threat Detection #3an 1suaniudeu
Best Practices fiufinsuszina FethoonseiuTaauanunsnlunisiuiiedeana
Taegnediusyansnw

4. N1SHNBUTITATN WU N1531889n15LAUALUY Phishing %138
nslmalulagUesiude @i Firewall Wwag Intrusion Detection Systems (IDSs)
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