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ABSTRACT

AUTHOR: Capt.Sirinate Rugvong RTN.

TITLE: Cyber Human Resources Development for Cyber Military
Center of Royal Thai Armed Forces Headquarters

DATE: September 2018 WORD COUNT: 6,474 PAGES: 29

KEY TERMS: Cyber Human Resources Development

CLASSIFICATION: Unclassified

Because many countries have declared the cyber as the fifth
battle dimension in the war. If any army cannot dominate the cyberspace,
then it will affect the battle in other dimensions as well. Currently, the Royal
Thai Armed Forces have established a military cyber center. Whose mission

is cyber security operation of the Royal Thai Armed Forces Headquarters.

The challenge for organizations to adapt to the rapid change of
cyberspace is a matter of urgency. The role of personnel career advancement
and Identifying the expertise in each position clearly will help support military

operations to be strengthened in all dimensions of future warfare

Human Resource Development, in the field of Information
Systems Management (Managing Information Systems), employing skilled
cyber security personnel (Cybersecurity Talent), Establishing Corporate Policy,
and Building Corporate Culture will help organization have better
understanding about our operations. The organization will be able to identify
threats, protect, detect, and recover the NIST Cyber Security Framework from
Cyber Attacks.
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(Abilities) tiasassumsufUanishuiiiluuesverudlauasnms dail

U 1. myessuutasiudeanaiunisleiues
(Tasks) | 2. Wensoszuutlosiudfussuudnse s
3. sz Tadeanamslaveffflresyuumaluladansaume
Y99% Uy Data collection and validation ﬂUﬂwﬁamﬂa
Aoy Alert FAnTuy
3.1 Alert Investigation 3AS1ELALATIVABU alert FiAnTu
TiAndesiumgmsaliiuauUasnseviel
3.2 Correlation MAMuduTUEYee alert T F1AT0eRY
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(categories) luuarUseanany (categories) wusgosdunnundesey (specialty
area) LLazmmL%fmw (specialty area) A1a18UNUINIIU (work role) Fausias
UNUIMIU (work role) 3gin1558YaU - T (Tasks) , 3143 - K (Knowledge),
Tinwe - S (Skills), Awananse - A (Abilities) ¢ fislusazifeoatostunisiaty

NICE Framework Workforce Categories lanmuavauwansyinaudu 7 Usziam

37U (categories) el

1. M3InMRE1sUannie - Securely Provision (SP) AMMUALUIAR DOALUY @319
szuudnwiauUasase Sngosnm ad1assuvaEIsauImARIuALUaentY
SURATOUNINAILTEULLAELATBTY

2. NM5tgaukary1393n®1 - Operate and Maintain (OM) @tiuayun15UTNIS
Janns uay Urssdnvuilelfaussousuaganuuasnfovesssuvansaumed
UssandnnuazUszansng

3. N13AALALAIUAN - Oversee and Govern (OV) U315 MviuafiAnIg ulguiy
wazWauesdnsiiieldaunsdnunisdneanuiunslasnsenislsiuoss
Useandsnn

4. n15Ue4iusEUL - Protect and Defend (PR) 58y 34A3139% LazanALLE D
STUUBNTAUYALAZLATEUNY

5. N193AT1EN - Analyze ¥11N159539a ULz UTEIUNAT0YAN19AIUNTTI N
anusiupsaondemisluuesifieusslevivninisen

6. M353UTToYaLaz UL UAN13Y17 - Collect and Operate ¥i1N1357UTINTRYA
WeWauIN15917

7. N15HUAIY - Investigate AUAIUMANITAL %30 DIVYINTIUNAIUNITINYY

U

ANUAUAIUADASENNLYLUBS WATNENFIUNRTAA

WeliarusaufuRmsiamdiluueslaegaliussansan asveunding 1991y
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(Tasks) Tudruihsedateanaumislaues Fediaduimladidguenisufifinig
Aun1sSnwIANuUasnieslaiues (Cyber Security) dasil
1.meszuvtdasiudeanaunisleiues
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3. iihsgfadanaunslawesfiiieszuuimaluladansaumavemiie

4.Data collection and validation mmawﬁauua Ay Alert fAnTu

5. Alert Investigation A3 euarATINABY alert ATy Tuisndosiumanizal
AunuUaoniensely

6.Correlation yAuduiuguss alert tu Tuisadestusoanauvioly)

9974 (Tasks) AuT1aUL LilaLfiguiu NICE Framework agagluduves

NIST SP 800-181 NICE FRAMEWORK
_Categorv__SpecialtvArea ____WorkRole ___WorkRolelD _ ipti
Protect and | Cyber Defense Cyber Defense Analyst PR-CDA-001 | Uses data collected from a varnety of cyber defense
Defend (PR) | Analysis (CDA) tools (e.g., IDS alerts, firewalls, network traffic logs)

to analyze events that occur within their environments
for the purposes of mitigating threats.

Uszianeaaunan (Category) — Protect and Defend (PR)
mwmﬁ'?imﬁzmy, (Specialty Area) — Cyber Defense Analysis (CDA)
unumau (Work Role) — Cyber Defense Analyst

siEuNUImMaIU (Work Role ID) — PR-CDA-001

F1882LAUNUIMNIU (Work Role Description) — Uses data collected from a
variety of cyber defense tools (e.g., IDS alerts, firewalls, network traffic logs)
to analyze events that occur within their environment for the purposes of

mitigating threats.

v v vL v a a Y} o
T9LaINA51919UUI AT IwazLBeALAEINU 91(Tasks), A3 (Knowledge),
14
o . ey % 1 v a
inwe (Skills), ANuannTa (Abilities) Asmsemalunadl
NIST SP 800-1581 NICE FRAMEWORK
B.4 Protect and Defend (PR)
Work Role Name Crxher = st
Work Role ID PRAZDA 001 N
Specialty Area Crxher Defense .-\.nal}'sidCD.—i}
Category Prote 3]
Work Raole Uses data collected from a variety of cyvber defense wols (e g . IDS alerts.
Description firewalls. network traffic logs ) to analyvze events that occur within their
enmvironments for the purposes of mutigating threats.
Tasks TO020, TOO23 TO043, TOO88, TO155, TO1l6e4, TO166, TO178. TO187, TO198,

TO214, TO258. TO259, TO260. TO290, TO291, T0292. TO293, T0O294, T0295,
TO0296. TO297. TO298, TO299. TO310. TO332, TO469. TO470. TO475, TOS03
TO504. TO526. TOS545. TOS548

EKnowledge KO0001. KO002, KO003. K0004, K0005. K0006. K0007, K0O013. K0015, KOO18,
KO0019. K0024, KO0033. K0040, K0042. K0044 K0046, K0O049 K0056. KOOS5S8,
K0059, KO0s0, KO061. K0065. K0070, K0074. KO075, K0O093, K0O098. KO0104,
K0106. KO107. KO110. K0111. K0112. K0113. K0116, K0139_ K0142, K0143_
Ko0157. K0160. KOlol. K0162. K0167. K0168. KO177. K0179. K0180. K0190.
K0191. K0192 KO203. K0221 K0222 K0260. K0261, K0262. K0290, K0297.
KO0300. KO301. KO303. K0318. K0322 K0324 KO0332 KO0339 K0342 KO0624
Skills S0020. S0025. S0027. S0036, 50054, S0057. S0063. SO0TE. S0096. S0147. S0156.
S0167. S0169. S0367. S0370

Abilities A0010. ADD15. A0DG66. A0123. AOI2E8, A0159




INANTIUUUILLATE 91U (Tasks), A1uS (Knowledge), vinwe (Skills),
ANNEINNTD (Abilities) ATl

37U (Tasks) - T0020, T0023, T0043, TO088, TO155, T0164, TO166, TO178,
10187, T0198, 70214, T0258, T0259, T0260, T0290, T0291, T0292, T0293,
10294, T0295, T0296, T0297, T0298, T0299, T0310, T0332, T0469, T0470,
10475, T0503, T0504, T0O526, TO545, TO548
ﬂ?ﬂui(KnowAedge)-K0001,KOOOZ,KOOO3,KOOO4,KOOOS,KOOO6,KOOOT
KO0013, KOO15, KO018, KO019, K0024, KO033, KO040, KO042, KO044, KO046,
KO049, KO056, KO058, KO059, KO060, KO061, KOO65, KOO70, KOOT4, KOOT5,
KO0093, KO098, K0104, KO106, KO107, KO110, KO111, KO112, KO113, KO116,
KO139, KO142, K0143, KO157, KO160, KO161, KO162, KO167, KO168, KO177,
KO179, KO180, KO190, K0191, K0192, K0203, K0221, K0222, KO260, K0261,
K0262, K0290, K0297, KO300, KO301, KO303, K0318, K0322, K0324, K0332,
KO0339, K0342, K0624

inwe (Skills) - S0020, S0025, S0027, S0036, S0054, S0057, S0063, SO078,
50096, 50147, S0156, S0167, S0169, S0367, SO370

AUa1u1Tn (Abilities) - A0010, A0015, A0066, A0123, A0128, A0159

1159%a@v09 Tasks NlalUsuiunisia NICE Framework #ialu fil

NIST SP 800-181 NICE FRAMEWORK

A4 NICE Framework Tasks

Table 4 provides a listing of all the tasks that have been identified as being part of a
cybersecurity work role. Each work role includes a subset of the tasks listed here. This listing
will be updated periodically [1]. The definitive source for the most current version of this
material can be found in the Reference Spreadsheet for NIST Special Publication 800-181 [4].

Table 4 - NICE Framework Tasks

Task ID Task Description
Acquire and manage the necessary resources, including leadership support, financial
resources, and key security personnel, to support information technology (IT) security goals

To001 and objectives and reduce overall organizational risk.
Acquire necessary resources, including financial resources, to conduct an effective
TO002 enterprise continuity of operations program.

Advise senor management (e_g . Chief Information Officer [CTIO]) on nisk levels and
TO003 security posture.
Advise senior management (e.g_ . CIO) on cost/benefit analysis of information security

T0004 programs. policies. processes, systems, and elements.
Advise appropriate senior leadership or Authorizing Official of changes affecting the
TO000S orgamzation's cybersecunty posture.
TO006 Advocate organization's official position in legal and legislative proceedings.
TO0007 Amnalyze and define data requurements and specifications.

TO008 Analyze and plan for anticipated changes in data capacity requirements.




10

1n5%aves Knowledge nlaluifisuiun1s19 NICE Framework siolu Aedl

A5 NICE Framework Knowledge Descriptions

Table 5 provides a listing of the various kinds of information applied directly to the performance
of a function. Selected knowledge ID/descriptions from this list are included for every work role
in the Detailed work role Listing in Appendix B. The first six are common to all the
eybersecurity work roles. This listing will be updated periodically [1]. The definitive source for
the most current version of this material can be found in the Reference Spreadsheet for NIST
Special Publication 800-181 [4].

Table 5 - NICE Framework Knowledge Descriptions

Knowledge of computer networking concepts and protocols, and network security

KO0001 methodologies.

K0002 Knowledge of risk management processes (e.g., methods for assessing and mitigating risk).
Knowledge of laws, regulations, policies, and ethics as they relate to cybersecunty and
K0003 privacy.

K0004 Knowledge of cybersecurity and privacy principles.

K0005 Knowledge of cyber threats and vulnerabilities.

K006 Knowledge of specific operational impacts of cybersecurity lapses.

K0007 Knowledge of authentication, authorization. and access control methods.

K0008 Knowledge of applicable business processes and operations of customer orgamizations.
K0009 Knowledge of application vulnerabilities.

Knowledge of communication methods, principles, and concepts that support the network
K0010 infrastructure.

Knowledge of capabilities and applications of network equipment including routers,
KOo011 switches, bridges, servers, transnussion media_ and related hardware._

EK0012 Knowledge of capabilities and requirements analysis.

Wrsianes Skill Alalufieutunisia NICE Framework ol @adl

NIST SP 800-181 NICE FRAMEWORK

A6 NICE Framework Skills Descriptions

Table 6 provides a listing of cybersecurity skills. A skill is the observable competence to
perform a learned psychomotor act. Selected skills descriptions from this list are included for
each work role in the Detailed work role Listing in Appendix B. This listing will be updated
periodically [1]. The definitive source for the most current version of this material can be found
in the Reference Spreadsheet for NIST Special Publication 800-181 [4].

Table 6 - NICE Framework Skills Descriptions

Skill ID Description

S0001 Skill i conducting vulnerability scans and recognizing vulnerabilities in secunity systems.
S0002 Skill mn allocating storage capacity in the design of data management systems.

S0003 Skill of identifying. capturing. containing, and reporting malware.

S0004 Skill in analyzing network traffic capacity and performance characteristics.

S0005 Skill in applying and mcorporating information technologies into proposed solutions.
S0006 Skill in applying confidentiality, inteprity, and availability principles.

S0007 Skill 1 applying host/network access controls (e.g.. access control list).

S0008 Skill in applying organization-specific systems analysis principles and techniques.
S0009 Skill in assessing the robustness of securnity systems and designs.

S0010 Skill in conducting capabilities and requirements analysis.

S0011 Skill in conducting information searches.

S0012 | Skill in conducting knowledge mapping (e.g., map of knowledge repositories).
S0013 Skill in conducting queries and developing algorithms to analyze data structures.
50014 Skill in conducting software debugging.

Ysaves Ability fildludiaufun1ss NICE Framework sialy sl
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NIST SP 800-181 NICE FRAMEWORK

A7 NICE Framework Ability Descriptions

Table 7 provides a listing of eybersecurity abilities. Ability is competence to perform an
observable behavior or a behavior that results in an observable product. Selected ability
deseriptions from this list are included in each work role in the Detailed work role Listing in
Appendix B. This listing will be updated periodically [1]. The definitive source for the most
current version of this material ean be found in the Reference Spreadsheet for NIST Special

Publication 800-181 [4].
Table 7 - NICE Framework Ability Descriptions

Ability Description

ID
Ability to identify systemic security issues based on the analysis of vulnerability and
A0001 | configuration data.
Ability to match the appropriate knowledge repository technology for a given application or
A0002 | environment.
A0003 | Ability to deternune the validity of technology trend data.
Ability to develop curriculum that speaks to the topic at the appropriate level for the target
A0004 | audience.
A0005 | Ability to decrypt digital data collections.
Ability to prepare and deliver education and awareness briefings to ensure that systems,
A0006 | network, and data users are aware of and adhere to systems security policies and procedures.
A0007 | Ability to tailor code analysis for application-specific concerns.

%

anvnevzlaau (Tasks) voeguiRnunenuihseladeanmunialeiuesnise

9 9

SEUUMALULATANTEULVATDIUNY A9l

37U (Tasks) - T0020, T0023, T0043, TO088, T0155, T0164, T0166, TO178,
10187, T0198, 10214, T0258, T0259, T0260, T0290, T0291, T0292, T0293,
10294, 10295, T0296, T0297, T0298, T0299, T0310, T0332, T0469, TO470,
10475, TO503, T0O504, T0526, T0545, T0548

WA 8aLLDYN
(Task ID)

T0020 | aunibemdnsuinsesiioteaiulawas

T0023 | afunganuazkayilATIBinIaYIeiaseyufanssuinUnfikas e

ANAUTIDIAATUAUNTNYINTHATOUY

T0043 | Uszaununutdmunndesiulaiuasiinndnnsiinensiadaaunln

QNABIVBINITHIAABUTEUULATEUY
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EGNaLY: J8avLden
(Task ID)

70088 | myvaaeuliuilainndnsamiildmealulad cybersecurity wie
weluladnsauaunsinuanuUasnfouuudy 9 ananuides
seylflussduitoensule

T0155 | onansuazivignsaifiiisty (saufisuse Pmmnsaianiusuay
nansznuflnaistudmunisduiumasely) feradwase
Aundeuetsraliled

TO164 | stunsiassviwnldulawssiazsneany

T0166 | Andumsmanuduiudiieafuimmnisallaglideyaisausmn
nnvaeunasngluesdnsiiledunsuaniunsaluagimun
Usgdvsnwvasnslauandaunale

T0178 | siun1snsiaapunuANUaniElagseyYaeninuAIy
Uaansieluaaninenssunrasnds Wedufuugidmiuns
sulilunagnsnisanarndes

T0187 | MauNuMazluz S UAB LA SN S 0an MndNvDITT UL

70198 | Smwisunenuaslusziiuisiiuiansaneietneuazianssud
Rerdesiunsufilunstesiulewes

T0214 | SulardiATIzinIsudfouAIevngaInLaIn g nelussAnTLay
finsanamidulldvesnsudafousangn

70258 | Wnsmsiemeusyyssutazudaieudanslaui / nmsyngni
JululdfanssuRaunfuagldnuiinUssinviazienuweziinnisel
wazgnsaimarioanainfanssuitliifusunse

70259 | liiaTesiledostuluuedifofnmuuaziiaszinanssuvessyuy
otraLleiiessyfansauiidudunse

T0260 | Annwinanssuiilusunenszyitemgaseu 3nsthluld

Uselewdl vuansenusiaseuuLazdoya
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AU 318821990

(Task ID)

T0290 | fnuanaisimadiawazdunou (tactics, techniques, and
procedures - TTPs) §3UYAN15YNSA

T0291 | n579@8U topologies wwiatneifiavhanudilafieatunisivaves
UoLANIULATUNY

T0292 | wuginsudlvteslnivesan nwindon

T0293 | szydagianeviauraunilunisidnvuesevielagly metadata.
Fayauvn@aney: metadata) vianefia Teyavieasauneiigndoyi-ty
agailassadradieldlumsussenensnennsansaume ludnud nuas
lom werusunilAendedlundnuarmemenmuazmsidn
NINENNTEIALNA PABRTLATLEITLS (Relation) SyvrinsesdUsenaui
THlunsussenevsnennsansaume laeilSonUszasdilonouaussms
¥ Ao MSAUAY uaesmsUIMsIans Falsenaulinenstimuedys
Tunsld nsivuseuAuasemsnddumeygn msanusnm®

T0294 | llunsIRENITIATIIRasMIANNFuTUSTuya ey aduaty
Hmunfivannvans (feUsduazuiafiow)

T0295 | MT1RE0UNTHIAABUVBITLUUATIITUNITYNTN (Intrusion Detection
System - IDS) fuiSatnelagliinsasdiolinseiufiaie

T0296 | uonuazausials

T0297 3314LLSWW%m%’uuamzwﬂﬁﬁamiGuamﬁmaﬁm%ﬂwuuﬁugm
nssudstayainIeng

70298 | adumslavfvieranssuiusunsetunnnssudsdeyairdotne

T0299 | szyfanssumadiesloandetneuassyuuuioinig (OS)

70310 | tglunsaduaneduiannsailldiuesediotestueionelulan

lawesienauauswiaduanaulmivisendunalamelussuuesovig

Y5998 01
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FWEU ERRHIGHL

(Task ID)

70332 | udslimmuiedaldsuueuvane fnevaussdemnnisalluiueiuas
finnuiheuimsiuaudasadeluiues voammsailuuesiasde
waznamisse SRivm nsalanusaessanssnuioaist ud wiuns
Afiunmsselumuunumneuauaswiawnnsallulanlaueivedesring

T0469 | Imsizsiuarsosmuualiiianusiuaseeadng

T0470 | AesieikarsienuLuiliuwilduanudasnievetsyuy

T0503 | nysadeuuvasdeyanisuen (Wuiuledglvusnismslesiuluues,
Aunfeaniduvesreuiames, Indasuanulasnsis) detleeiuse
anaaileiuesuazinnsanindgymdiuaudasnfelafionadua
NIENUADBIANT

T0504 | UssiiluuazasiaaeurmalaenseiieafunmsuiRmussuuiayns
NAGOU

T0526 | Isifuugiidueuaendelsivesuuiugiumusanauuay
Yoslmifidday

T0545 | vhawswiugiidladdslunmsunlelagmanudasndeves
ARNIWBTIAzNTULURn LT VLA

70548 | WiAwugihuaztayadmsunisnaudenda n1sdnnseuiasaiy

DLl AEATANTELY

ﬂ31M§ (Knowledge) - KO001, K0002, KO003, KO004, KOO05, KO006, KOOO7,
KO013, KOO15, K0018, KO019, K0024, K0O033, KO040, KOO42, KOO44, KOO46,
KO049, K0056, KO058, KO059, KO060, KO061, KOO65, KOO7O, KOO74, KOOTS,
KO093, K0098, K0104, KO106, KO107, KO110, KO111, KO112, KO113, KO116,
KO139, K0142, K0143, KO157, KO160, KO161, KO162, KO167, KO168, KO177,
KO179, KO180, KO190, KO191, KO0192, KO203, KO221, K0222, KO260, KO261,
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KO0262, K0290, K0297, KO300, K0301, K0303, KO318, K0322, K0324, KO332,
KO0339, K0342, K0624

SRS 8aLLDun
(KSA ID)

K0001 | AnunenfuwnfauazlusinneainIetienauiiinaskagisnis

SnwANUUanNERIBUNY

K0002 | mU3AEfUNTEUIUNNTUTMIAMLLEES (WWIBUseluuae

UiiL%?ﬂ?WNL%BQ)

K0003 | mnusifenfungumunetetefuulguenazasysssuiiiieitaanuy

anudasnslulanlaiuasuazanuidudiugi

K0004 | anufifeaiunissnwnnudasndelauesuasmnududiug

K0005 | musifenfiuduanauLazdedln

KO006 mmilﬁmﬁ’umaﬂswumiﬁwLﬁummawwmaa lapses cybersecurity

KO007 | Aau3iAeniun1ssuses, n15oysia warddn1smiuaunIsiifs

K0013 mmﬁlﬁmﬁ’uLﬂ%ﬂﬁamﬁi’]mﬁ’ﬂmuai‘, NNSUTELIUANULEDILAY

ANUANTO

K0015 | anusinenfiuneuiiamessanesiiy

K0018 | mausiAgnfiudanasiiunisinsvia

K0019 | AnusnenfiuingmsiinsialasuiAnnsdnnsAgiaauy

K0024 | mnusinenfiuszuuguteya

K0033 | anuineaiunalnnisaiuaunsindisleas / wietne (Wu

F18N13AIUANNITINNTIENITAINEANNTA)

K0040 | musiignfiuunaaneunstayaniitedivd (Funisuduiou

ANLUZUN errata wagUsznne)

K0042 | musNenfiun1smeuaueIrialnNITikaeIsn15InAN1g
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SRS
(KSA D)

8azLDYn

KO0044

anusineIiunssnwaulaensieluues nannsanudy
AUMILATAUABINITVDIDIANS (LNEINUNITTABIAINUEU,AINY

auysal, anundenldany, n13fusesnugnaes,Nsuiias)

KO046

ANUSNLINUITNIRTIRTUNTUNINUaIATalun1INTI9TUNNT

ynjnveslaafiazinIetne

KO049

AuiNgINuraNNIskaEIsNsShwIauUasadeaumalulag

ansauna Wulns1988,n1559%a)

KO056

ANUINITUNISNALATEUE, ToyausedIfikazn15IANITNIS
189 (ulaseaieiiugIUveeAgasnsale Oauth OpenliD SAML
waz SPML)

KO059

T 124
a a

Anuinenumalulagansaumelvaivasiindulva () uay

walulad cybersecurity

KO060

AUSNgINUTTUUUSURNS

KO061

AuSAEITuNsivaveteyauuLATaYY (WU Transmission
Control Protocol [TCP] &g Internet Protocol [IP], Open
System Interconnection Model [OSI], lamﬁ‘Imqa%fwﬁug’m

walulagansaunagudagdu [ITIL)

KO065

AuFNeiuMIAUANNSNRISUSUAINLLleUNEkaEAILEYS

KOO70

PSS UUkaE fannAuALUasnfaTUsunTUTEgNG
Lazqngau (Wusvialnsdnilefon1sieuaniudtiuled, nwids
N3LUIUNIT Structured Query Language [PL / SQL] and
injectionsNSuYITUYB B UL, NTRANAKUULLTUNANDURNY

Taanidusunsne

KOO74

AusiNgInuLIAavanlunsdansauUasndiy (Wunsianig

ELINTANSIMNIS Patch)
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SRS TUazIdYn

(KSA D)

K0075 | mnudifenfuiAsesiieeenuuusruuinmAIUasnfeisnisuas
wAlA

K0093 | mnudiReniueesdieosniuussuuinmaniaendeisnsuavaila

K0098 | AnmSiReniulassad unsrenuuaznszULNMINElUBIAN T wLDS

K0104 | miAsafunisinuanuuasnsioiedetnsadiusailon (VPN)

K0106 | mnufifendudsineliAnnislaufinsetnsuasauduiusues
nslaufszuuieSornedudvanasnayaadssiigg

K0107 | AnudiRedumsauaiunsnenudoyanisduauaissiiouas
ngvane / dethduifeniunisanadeyanely

K0110 mmﬁlﬁ'mﬁuqmaﬁ%ﬂmmq%’mLvmﬁmt,az‘f?umau

KO111 ﬂ’J’]ﬂJiLﬁlﬁJ’JﬁjULﬂ%‘lmﬁmﬂ%@ﬁu"]ﬂ (19 ping, traceroute, nslookup)

Ko112 | mnufifenfuaandnenssunissnwanuUasnsieirsons

K0113 | mnufifenfunsieansluszuuinietneyssuanineg (wu LAN,
WAN, MAN, WLAN, WWAN)

K0116 | Amnufifenfuunanalld(e.s., dU, bat, zip, .pcap, .gzip).

K0139 | mnufifenfunwieresiamesuazaeslmans

K0142 | mnsdiiendunszuiumsdamaiusiusm dammensnsauasesin

K0143 | mnufifenfumsiiudeyadsnas n1snsesuaznsiden

K0157 | AmnwdiReduulouisnisinuinnaasnsisleue suazuleune
Frurrnasndfetoyadunoutarsndoudotedt

K0160 | mnuFifenfunnmeslaudluuuasesinietie

K0161 mmilﬁlmﬁ’umﬂwﬁﬁLmﬂﬁmfﬁ’u (WU passive, active, insider,
close-in, distribution attacks)

Ko162 | mnufifenduglanilulanlaiued (dusvanaimainaely, esdns
fldldsunseduayuanussmatassemanatuayw)

KO167 | A3 RenffuMSUSINS, STUUPR BYBMaY operating system hardening
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SRS TUazIdYn
(KSA ID)

K0168 | miAendungmnessyai ( vdninasiveseunuimaias /
YEOUUINILATTURE NN VNBRTUNITUTINT / 13070y)

K0177 | arwdifenfutunounslasfuuulewes (Bunsannssiau, n1s
amu,mné’fﬁq%wé, mﬂﬁm’?m%, mﬁwﬁwé, A1SLUIEN, NI
waaUseleviiaTenne,n1sinniy)

K0179 | mnufifenfuunAnaandnenssuanulasnioveniotioiuds
Inlnlagluslapeadiuysenauiazyanns (unsussanalinig
Josiuluiedn)

K0180 | AudiAenfundnnisuimsszuuiasetnelunaisns (Wuns
7329E0UUTEAVENNVDITFUULUY end-to-end) Wazia3ndile.

K0190 | mnufifendumaiinnisidnsiia

K0191 | manszmuannmsansaeifudmsubiaiauisuaznslaud

K0192 | AwdiAeafunesmuazu3nisues Windows / Unix

K0203 | mnuFifenfuguuuuauUasnsty (9usu Bell-LaPadula,
WUUTIABIANANYTAIYRY Biba, WUUTIa0IA LAY TIkUY
Clark-Wilson)

K0221 | Arwdifieafuzuuu OSl uasTuslamoawedetnediugiu Wy TCP/ IP)

K0222 | mnufifendungunefifeitesmheausungmne, fedrin
uazdetaduifeiumslosiuluues

K0260 | mnufifendudeyaitannsasyyimild (Personally Identifiable
Information - Pll) mmgmmmﬂaamﬁa%aﬂa

K0261 | mnufifenfusnasgiunudasnsdodoyavesenamnssungdisy
19U (Payment Card Industry - PCI)

K0262 | mnufifenfuinassiunuUasadiodoyadiuyana (Personal
Health Information - PHI)

K0290 | mnuFifenfusruunsnaaeuaaUasnfouasisnsUseiiiuna
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SRS TUazIdYn
(KSA D)

K0297 | PraiReniumsesnuutsmsnsmeUldidesymuAsw e aense

K0300 ﬂfmﬁlﬁmﬁ’umia%?mmuﬁLﬂ%@ﬁdwt,t,azmsa%ﬁqLﬂ%?ha topologies

K0301 | mnufifendunmsinneviszduuiiniin (packet - level) Tagld
\3asflefiviunzay (WU Wireshark, tcpdump)

K0303 | AwdiAeaiunisliiaiesile sub - netting

K0318 | mnufifendufdwesszuuUfinig

K0322 | mnufifenfuszuuiladh (embedded system)

K0324 | uiRenfuiriesdiouazuenmaiaduvasszuutiosiunsyngn
(Intrusion Detection System - IDS) / Intrusion Prevention System (IPS)

K0332 | mnufifenduluslareaindetneitu TCP / IP msimuaelaad
wuulaundinszuuBelawy (DNS) wazu3mslasnne’

K0339 Knowledge of how to use network analysis tools to identify
vulnerabilities.

K0342 | mnufifendundnnsuaziadesiielunsnaaeuniian

Ko624 | mnufifenfumandesrnuaasafeveaueundiadu (wu

Tasansenulaeasesuiures Open Web Application 10 SuAULA)

Minwe (Skills) - S0020, S0025, S0027, S0036, S0054, S0057, S0063, SO078,
50096, 50147, S0156, S0167, S0169, S0367, SO0370

SWANINWY S18azL080
(Skill ID)
50020 | Winwrlunswawasdsuldaneduy
50025 | vinwglunisnsndunisunniaeldlaaduazinseiialagly

wAlUlagN15MTI9TUNITYNSN (WU Snort)
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SWAINWY S18azL08n
(Skill ID)

50027 | vinwrlun1smuunisEuusnwaNUannieagyingiuegals
(imﬁ;l'qumﬁwsjuLLamammmadumiﬁqwﬂé’) LALNS
WasuwUasanmnsufiRnunieaninuindentsdmanenadng
wieniiegnsls

50036 | inwelun1sUseuANNganevIN1seeNLUUSEUUSNIAIY
Uaanny

S0054 | vinwglunsldisdnnisiuivenisal

50057 | vinwrlunslelusinmeaiiasizi

S0063 | sinwslumaifiusiusandeyaanunasteyanistestuleuesi
“anuaney

50078 | sinwrlunissuuntssiavvesdedninasmslauiiiiendes

50096 | WinwrlunsenusaznIsRANNAEEY (1KY snort)

s0147 | vinwglunsusziiunsamuauAuUaenienunannIsuasuan
Anudasndelulantoiues (Wu CIS CSC, NIST SP 800-53, n5aU
ANUUaennyveIdumasinluiu

50156 | Winwrlunsyinnsiesieiseauwiiniie

S0167 | Winwrlunsiuitededwiluszuuinwianudasnde (Wuns
awnuadlninazn1suiRautaiivue

50169 | vinwglun1siesigilualiy

S0367 | vinwlunmsussendlivannisanudasastlulanleuesuaseya
AIUYARAMINAIINABINITUDIDIANT (Aeafunssneemuduniy
anysalmumiesldnunsmsnaeuavsnsliuies)

50370 | vinwrlunislenisUesiulgiueslaseasnalaznszsuiunissiesu

Yo lUININEluBIANTVDINLEY

AUE1u1Tn (Abilities) - A0010, A0015, A0066, A0123, A0128, A0159
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S S18aTLDYN
AYINENNNSE
(Ability D)

A0010 | AnuaIdnsalunsImsIzidanis

U

A0015 | Arwannsalunsiiasizidedlmikaziindednilussuusnm
ANUUABANY

A0066 ANaIalunsIUTINteanmuanldlunsinszvikas /
V3EUHURER T LABg 19D NAB AT ATUNIY

A0123 | mnuanansalumssnwanulasaselulanlauesiazranainudy
AUAINUALABINTVDIRIANT (NedTesiuAuduTays,Ay
anysainsldan,mssusesanugndes,mslaugias)

A0128 | Aanuanunsatunsidimatialunisasiadunisyngnvesieasiuas
wIeelagldinalulagnisnsiadunisunn

A0159 | Anwanansalunsiinnnudeyafiiusiusulaewrsedisn3etiy

(L Nslookup, Ping g Traceroute)

wuwanensihlulgluniswauiyaains

NUBYATIEALLDEAVBY Tasks KSAs Tu NICE Framework 85U1889911A UAY
Uasndslaiuasldnmun ngszyaug inwe auamnse figades a1unso
WlUluwmdunsiaunyaaing N5y MsEnausy N1sAnY1 wagn1sen
UfoAn1sdaee Wunumemununsassmyaainsvesauslewe sy sisil

Wolvarursaugiiaisiavesniielaussaidimuneegelivss@anininuas
UseAnBHansanuenseaninmsuansalauasnaainlneg w.e.2558

\eaglilindngnsnisiineusuuaznsilnUjiinisdnass agdn1siinnsng
n19@eY (Checklist) lmihileuesudazyananafuntany udaznnsfaasd
AULANANTUTENTI1997U (Tasks), AITUF (Knowledge), inwe (Skills) hay
A2La150 (Abilities) dsantuarasuiiasisidoyaiiodanisiineusuniy
Audidgseiau Welildyaainsfiaunsoufiiauleivesléiussanisia

v =

P9819U
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ANS19ATIVFDUAMUANNNTOLUNNTYINGIU (Checklist Tasks)

Wnertstumulasnslulanlaiuasuazanuidudiudi

e AU

WRUN nos

gk TUazIdYn Pass

(Task D) (/)

T0020 | sinmnidemdmsuinsesiiodesiulaues

T0023 | eSundnuwazuayinspiiesetneiiiosyyianssuRauniuas
foanauiionafnduiuninenainiete

70043 | Uszanusuiuidmthiitestulauesvinisesdnsiiiensiaaey
ANNYNABIVBINITHIAABUTTUULATEUY

T0548 | WiAwurihuaztayadmsunisnaudeivanisiawmisuwas
AnusiailesvesuruMsTLduNY

miwmwaaummifﬁﬁ (Checklist Knowledge)

B AL

RN nos

AN TUazIdYn Pass

(KSA D) (/)

K0001 amnuiiefuunAnuasluslarealnietioneufinmesias

w|MShwauUaensieniedig
K0002 ANu3AEIfUATEUIUMSUTINIANAED (u3sUsEy
LATUITIAILEEY)

mﬁwmwaaummiﬁﬁ (Checklist Knowledge) (#19)

ARG SYaTLdn Pass

(KSA ID) (/)

K0003 | AnufiRefunguanedeteduulouisuazasesssui
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K0624 AnsdiReiueuEss U aensre sueUNALATY (1
Tssmsmuaendesuiures Open Web Application 10
JUAULIN)
A1519ATIEDUNINWZAINNTHANY (Checklist Skills)
%o IR
WA no3
SHANN WY S18a8L9un Pass
(Skill ID) (/)
50020 Minwrlunmstauwazusuldaneidu
S0025 Winwelunisnmadunisuninlagldleaduazineviglagly
walulagn1snsiadunsyngn (WY Snort)
50027 Nnwglun1smruasTuuSnwIANUUann gz iy
ag4ls LLazmiLUﬁsmtﬂaﬁmmmaﬂﬁﬁ’ﬁmu%%
ANTNIIAEDLIYaHaroNASNEa Teg ]S
50370 nnwelunistesiuleiuesinsa@s1aasnszuIun1sIeeu
AT NEDUNNANNEINNTALUNSYINIIY (Checklist Abilities)
%o FILLALUY
WHUA no3
S S18a8L280 Pass
ANNEIUTE (/)
(Ability ID)
A0010 ANUEINNTALUNTIATIZAT AT
A0015 ANNENNTalUNTIRTIEYteikas JanYedlnilusyuy
SnwiAnuUasnat
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AQ066 ANENTalUNITIUTIN YA uanldlunTie ey
WA / NTDINUWNUNENA I LARE 19N ABIuazATUN I
A0159 AnuaTalunsirudayaninuTIuTnlneIeslle
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