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ABSTRACT

AUTHOR: Group Captain Seubsiri Aumsum-ang

TITLE: Strategic Cybersecurity Framework Based on Baldrige Excellency
Criteria and Thai Cybersecurity Law and Regulation
DATE: September 2021 WORD COUNT: 8,342 PAGES: 31

KEY TERMS:  Operational technology network, [T critical infrastructures, Strategic
Cybersecurity Framework, Baldrige Excellency Criteria, Thai
Cybersecurity Law and Regulation
CLASSIFICATION: Unclassified
Operational technology network is critical for IT infrastructure within organisations
which are connected to the Internet with simple protection against cyber threats.
It is not only the development of cybersecurity systems that may cause
disruption to an organization’s operations but also there are different types of
critical IT infrastructure within organisations which require tailored cybersecurity
solutions. The objective of this specific study is to develop a strategic
cybersecurity framework for critical IT infrastructure within organisations which are
consistent with the core business needs and the needs of the organization’s
participants which include responsibility to the Cybersecurity Act 2019. The
Baldrige Cybersecurity Excellence Builder system has been deployed to analyse
by Structural model and define the data boundaries of the ISO/IEC 27001
standard and the Cybersecurity Act 2019. The study found that a strategic
framework to design a management system and develop a cybersecurity strategy
for critical IT infrastructure within organizations in the whole enterprise and a
substance can be used as a cyber-threat response plan together with a risk
assessment and the criteria which follow through section 44 of the Cybersecurity

Act 2019.
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UM ITANA Al orsusR A dsaumangying wavulsunguayusumiund
Aenfumssnnamsiuamesanianiunuiend g

1) drdmnguaziuImnieg 19leenIl 4IRS 42 ASYIAINITAITIANITHAZNNT
Usvanuanusiuile msafranssmisuaznalnnistleatu Julle wazaneuides msaun
UAaINs MATsuaziaumalulaguaresdning; Miasuenunsein s3uaan i
sudguuazngurnglyvivsamnnisaiUagdu

2) liavihUszanakumnaufus LLazﬂﬁaummgmé’mmﬁ%’ﬂmmmﬁumﬂaamﬁ’ e/l
Wosvesfazmgay M 1nes 44 TneliTiuunisnaseunasUssiiummdewiuns
Snvenusiunsaendelawes uas wumssuilodsanaumilues

U

agUaauil 3 Tassadreiugmuddymeasauma msmilasesiuguddy
ynaansaumaidufansifamdfyderusiung (1) Fuanusiuamessy (2) duuins
mpgiiddny (3) Funsiumssuians (@) smumeluladansaumanaginsauunn (5) fu
mswudsuagladafnd (6) Aundanunazansnsagulna (7) A uassaia wax(@) sudy
ufinnnssumsUssnatvunifiudy Saesdinsmsded

IFFumemraaeunasy Ui uasdesinmsUssiuntennerunadosmuiiung

Uaendelauesnnmenumsnuiimuauiasinnuaa kavdnsmuualvdinalnvie
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Fupouiienadhsz Tasaneumiluve i ommmasnifiietumusfunsaensluues
fiAedestulpseas g uddymeensaumAemy
2.3 mnnzianuIndusazmadanmsudludaymn
231 vndennassuuuulmitazdodmvesnisnuiinanmsufua vilsian

i samsassiunsaenstleues Wusalivansemitsnud Spvhe omans n1sg
UHWRILNSYUU guUnsal %wmmméfwm%mﬁ’uﬂq;mazwjwamﬁﬁumﬂ%’uﬂqﬁzw%’ﬂmmm
funsaensdlawesfidomemzinansenaamuainsovainnsnsmsiuamaended
ynglulunaniuuseiannls TaefiflsnvestiapmAenisnauunmagnseansSnwaasiuag
Unenseleied maudEuhisuulineuinsesdng (aomwzessnslasadeiugudwo T
VENEUTENVINLA N WO UM LATIAS 1909ANTAUA NS NYLLAEANSNY TIAMN 9 BIANTAL
fiamnuazenudesnenuiuaasnselauesiuansn

2.3.2 auwsmsvgaveinvasssuulenuiennaunidleuesuasnsuufau
vanvesasdng dnlvgfanmminain Jgymenuliaenndeswesmsmanivososdng 49
FesnsnsaulIIMIiRINgNsmansrLuntaondeleues (Cybersecurity strategy)
flaenndstugMsmaniIgsAa (Business strategy) LaxABINIANABARGBIIT MANA
duiildSunansznuandoanammslowes wWu guims mizesmuFoR deavaevil
wwamqum%é’ﬂaﬂﬂumﬁmLﬂjammimimmﬁumﬂaaﬂﬁaﬁmaﬁﬂunmﬂ%’wﬁqﬁwm

233 dywmstmusdussumssidiunumegnsaand enudens
nsBUMLIINIRAgVsmansaTusuataen sl ios e oA S uduns
Apsgvitlymn wasdesennsaliussiuaudiSanud wsu. 1 fwueld 33 Gybersecurity
Framework 5‘14!‘] i CIS CSC, COBIT 5, ISA 62443-2-1:2009, ISO/IEC 27001:2013 kg NIST SP
800-53 lsil@dnamiimnnad i

23.4 nMsudtigu n3.ulmwedy gndavindundsimsdavignseadlsues
auv. FadhatenlsaiteiulimhemiifeesfiRnudermuamungng vhlias
uunanmsmunuU SR nsansa 2 Uﬂﬂaﬂmaa%ﬁqﬁugmﬁﬁ@ﬂ TR NNl PRH
Fouleslugeadnssziunsznas dlofmuamnuaonad eyt unauN IR LU
esmans WgnsufiResdussnoufiddamestiymande (2.3.1) wasasdildionaded

gl dunnmenidunudmiumhsnuiiedeaioun lalamde (2.3.24 2.3.3)
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2.3.5 nsiasanmadanmsudlelem nspiuanuiuasaensieleues

ANUAIAnTve luSMIkasldwldldeneadng arenuinsn1suazuleuenlse

Y

k% 1
v v =

NARA Y LazUIN13V09RIANITH Y WnsgIuaNd ursUasaitleuasvesludn3a i
ANLANNTOTANNTNNAILVBIDIANTA LA 82T 09 wasdi IF FuNansENUDY 19ATUNAT B9
Uszneuseuuvnailiindestuszuusmmanuiuasmdlsiues dsfldnseunumisuay
snmsgrumsunsUaenstluiuesvedludnsa azansnsnrisesdnslisULUY uunes
Famsuararemunsgmindanusiuasaendsluueslunmamesdnaiiendluligmde

2.3.4 o une9m

%4

2.4 1NIFINITMIHAsNTOULUINIIANTUAsUARnS e dAey

v

2.4.1 3ATFUTUULTITI ANsAusiuasaenfeasauma (Information
Security Management System Standard) #3a ISO/IEC 27001:2013 *

nsdanisausiunsaenfeansaumaresesdnsiuldSudninaananu
ABIN1TLAL INQUILAIRVDIDIANS, ToMUUANILANNUADAAY, NTEUIUNITVDIDIANT TIUD
wnuarlaNasswesewng dadeweantansondsuaddmaonnauazinniaason
wazgadlmunmmsiuamasnsvansaumalunssnuvianudurestoya (CONFIDENTIALITY)
AVILENY SRl NABvRttaya (INTEGRITY) uagnisaseauanumsedldvesdeyauas seuy
(AVAILABILITY) 39l mnudidudedldnszuiumsuimsmnuidssuazaisenusiulaunsd
dnilsideininsdnnsmudeseafivmelundnns

1179574 ISO/IEC 27001 Avindudielidarmundwiunsdiiu msveuthys
uazmsUfulgssTUUMsinnsaasiunsUasnivansaume uazaninsoUszgndldszuunis
Famsiunsasadvansaumadmiumsdaduladenagnsdmivesdng dellagtiulsene
U 1nsg1u ISO/IEC 27001:2013 Fadsenaude 2 @ fie (1) defmuaszuuuimsdans
AaiunsUaensgansauma (2) InsnIruauANIETunsasn S sauma aansouys
Hovndaruasil

- §udl 1 Fefmuaszuuuimssanisausl unalasndvansaume
(Information Security Management System Requirements: IMSR) lagil Clauses 4 to 10

- d9uil 2 InpsmseuANAIETURIABAS BaNTaUINA (Information Security
Controls) Inedarwualud i datulufinseuauarusiung Yaonseansaumna 3.

wesnMseuaNuUseanidy 14 di uandlilunaruin A (Annex A)



ISO 27001 2013 INFORMATION SECURITY MANAGEMENT STANDARD

4. CONTEXTUAL REQUIREMENTS

1. UNDERSTAND YOUR 2. DEFINE THE EXPECTATIONS 3. CLARIFY SCOPE OF INFOSEC
ORGANIZATION’S CONTEXT OF INTERESTED PARTIES MANAGEMENT SYSTEM

5. LEADERSHIP REQUIREMENTS

1. SUPPORT YOUR INFORMATION 2. ESTABLISH AN APPROPRIATE 3. ASSIGN RESPONSIBLITY FOR YOUR
SECURITY MANAGEMENT SYSTEM (ISMS) INFORMATION SECURITY POLICY INFOSEC MANAGEMENT SYSTEM (ISMS)

6. PLANNING REQUIREMENTS

1. FORMULATE ACTIONS TO ADDRESS 2. FORMULATE INFOSEC OBJECTIVES
INFOSEC RISKS AND OPPORTUNITIES AND DEVELOP PLANS TO ACHIEVE THEM

7. SUPPORT REQUIREMENTS

2. ENCOURAGE AND 3. MAKE PERSONNEL 4. CONTROL ISMS
EXPECT COMPETENCE AWARE OF DUTIES COMMUNICATIONS

8. OPERATIONAL REQUIREMENTS

1. CARRY OUT PLANNING 2. CONDUCT INFORMATION 3. IMPLEMENT INFORMATION
AND CONTROL ISMS PROCESSES SECURITY RISK ASSESSMENTS SECURITY RISK TREATMENT PLANS

9. EVALUATION REQUIREMENTS

1. MONITOR, MEASURE, AND ANALYZE 2. SET UP INTERNAL AUDIT PROGRAM 3. REVIEW YOUR ORGANIZATION'S
INFOSEC MANAGEMENT SYSTEM (ISMS) AND USE IT TO EVALUATE YOUR ISMS ISMS AT PLANNED INTERVALS

10. IMPROVEMENT REQUIREMENTS

1. IDENTIFY NONCONFORMITIES 2. IMPROVE YOUR INFORMATION
AND TAKE CORRECTIVE ACTIONS SECURITY MANAGEMENT SYSTEM (ISMS)

© 2019 by Praxiom Research Group Limited. All Rights Reserved. www.praxdom.cun/lso-zmowverview.hun] ¢

AN 2 LEAASEIUT 1 TBMAUATEUUUSINSIANSANLUAIUaBRN Basawne (Information

Security Management System Requirements: IMSR)
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[ OVERVIEW OF ISO 27001 2013 INFORMATION SECURITY STANDARD )

( 5. SECURITY POLICY MANAGEMENT }——{ 5.1 Provide management direction and support )

[ 6.1 Establish an internal information security organization

[ 6. CORPORATE SECURITY MANAGEMENT
6.2 Protect your organization's mobile devices and telework

—( 7.1 Emphasize security prior to employment
7.2 Emphasize security during employment
| 7.3 Emphasize security at termination

[ 7. PERSONNEL SECURITY MANAGEMENT

N—

[ 8.1 Establish responsibility for corporate assets

[ 8. ORGANIZATIONAL ASSET MANAGEMENT } 8.2 Develop an information classification scheme
8.3 Control how physical media are handled

9.1 Respect business requirements
9.2 Manage all user access rights
9.3 Protect user authentication

9.4 Control access to systems

111 1

[ 9. INFORMATION ACCESS MANAGEMENT ]—

[ 10. CRYPTOGRAPHY POLICY MANAGEMENT

|

10.1 Control the use of cryptogra phic controls and keys ]

11.1 Establish secure areas to protect assets

[ 11. PHYSICAL SECURITY MANAGEMENT

12.1 Establish procedures and responsibilities
12.2 Protect your organization frormn malware
12.3 Make backup copies on a regular basis
12.4 Use logs to record security events

12.5 Control your operational software

12.6 Address your technical vulnerabilities
12.7 Minimize the impact of audit activities

LIl

-

[ 12. OPERATIONAL SECURITY MANAGEMENT

13.1 Protect networks and facilities
13.2 Protect information transfers

[ 13. NETWORK SECURITY MANAGEMENT

14.1 Make security an inherent part of information systems

[ 14. SYSTEM SECURITY MANAGEMENT 14.2 Protect and control system development activities

14.3 Safeguard data used for system testing purposes

15.1 Establish security agreements with suppliers
15.2 Manage supplier security and service delivery

[ 15. SUPPLIER RELATIONSHIP MANAGEMENT

[ 16. SECURITY INCIDENT MANAGEMENT 16.1 Identify and respond to information security incidents ]

17.1 Establish information security continuity controls

[ 17. SECURITY CONTI NUITY MANAGEMENT
17.2 Build redundancies into information processing facilities

ol dch b oo

[ 18.1 Comply with legal security requirements

[ 18. SECURITY COMP LIANCE MAN AGEMENT
18.2 Carry out security compliance reviews

gl 3 imsnsmvaNANNiuasUaeniuansaumNa (Information Security Controls)
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2.4.2 inpsgruanusiuasaendilviuasvasludnia (The Baldrige Cybersecurity
Excellency Builder)’

L“f]ummgmﬁiﬁmﬁ%’maqmﬂ National Institute of Standards and Technology :
NIST SaaisulunsUssdiuiiugavesauaneds mslémsussdiudannsosinean
azmnlumsUszduiiaienudlaulsnsuasmamifunusueusunsaensdlsiues
YasesrnslaemlasnuanvuzlaranuN s vsmMansMIaiugshavananug iuly
wardansnniui 714 Sunansenuanlsiuesesnsuans defluanduununing sssuu
Usznousenaniidesiussuuamsiunsasndeluuesliu

U3UNva983Ang (Organizational Context) ATuitlassedmauientuasins

J1i1 (Leadership) n3didiunisvesfimsuis@nisuazeidunuiuag
Uaeastelgues dnniiugua wanadudiegns imuue Snwuleuiauaznisanduny
sueusiunsUaendelaiues

yuSFNERSasANT (Strategy) M3dansmudsswnuauiunsaonelauosdes
dmsnaunuiaznsUszndldidanuuasivszansam Taslawznsuszndldfumg
ANAY wazilnTnensanie

B L¥UIN15/anAn (Customers) ARKANALAMATNYBINGNTUILATUTNITVBIBIANT
AnadssiuaisiuasUaendelsiuesonafinansznusierufieelavesdliuing mug
fuAnuagAINaUIkazsULUUNSNR s IEUSN1S

N15UsEIETY N153IATILIUAEN1TIANITAIIUS (Measurement, Analysis, and
Knowledge Management) nMsuUseiliunaziiasen dwaqﬁﬂﬁﬁﬂizﬁwﬁﬂwwiusqmmmsﬂﬁﬁ
Aetestussuumuiuasasafelaeiilasunsindonsgsasuiwvielsl Paelvinu
dndulaldogdlslunsuiulssussavsamenusiunsndlsives

JURURIU (Workforce) fufjiRaulumheufiavdn uasduftiauiineades
TngnsatunsufiRnuanuiuasasadelowes Samudlaluiimmewesesdnsidaau i
Tomalunisiseusiazamnuiuinveusienan1suiRveterng

A1sALELeL (Operations) NMIBONLUY NSTANISLAZAISTRAIINISALTUUT
AendeatummniuasasafeluwosiflossavamuayUszaviua

nansUssdiu (Results) nansuszidiu Wideyauazdeinaass vosnsuszdiuniy
Aunth luaunmsussdusavaismniunsasadsluwesfiiivades ulsuiouaznis

mdiuniliaenndesiulaelfnusilglunisussdiulaun 38ns(Approach) nMsuseendld
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(Deployment) N15L58U5V999A NS (Learning) LaLN1SUSUINITASEUIUNIST LA 879 B4
p y U g Y

(Integration)

T ——

| Measurement, Analysis, and Knowledge Management

Core Values and C()ncep‘s

dl [ dl dl ¥ o uI/ o &
;J;“]JV] 4 LLZQﬂﬂ'ﬂﬂﬁﬂ?:ﬂ@‘ﬂ‘l’]Lﬂﬂ'ﬁ?l‘ﬂﬂﬂ‘].l?ﬁ.l‘]_lﬂ'J’]?JEJ%ﬁ\‘]‘]J@@@ﬂEI%ﬁLU@?

2.4.1 Yumaun1sIAnIN1sUsEliulazUsuUansInnsad sedlaiuasves
29ANS MUNTUANLIUAIURDAN gL URSValUAAS
1 MSAIAUATDUWIN MnvUATaUInnNsUselulidaLau

174 o

2 U3unmatesdng lassvydeuadn Tduuulsdudesiy

3 mudeatunszuauns seilunsidearlfiame 4o 2 grsmansesdns
LavAuLAS aeil admuA1AURUR (Crosswalk) uade 3.2 U89 NFOULLININITH AL
Iﬁiﬂﬂ%ﬂﬂﬁu;ﬂ:’mﬁﬂﬁ@ﬁ?ﬁﬂ?ﬂﬂﬁUﬂﬂUaaﬂﬁﬂleﬁL‘UE]‘E V.11 Aprill8 Besnnsdaswde
Uuusalusunsunaaendenlawesd Jstuneudeliuandiiuinosdnsannsold

Framework sag319518n15a21uuaannsnielaiuas tu

TuspUN 1: NMIIRAUANNEAQYLAZUD UL (Prioritize and Scope)

} 24 1

Tunaui 2: NM1591ANND1R (Orient) s¥yszuuLasdunsng Jomnunnu
nIudeu uaskuEedlnes

useuil 3: MasmaUsediutagiu (Create a Current Profile)

¥
U

JUABUN 4 MIMRUNMSUTZEIUALEEY (Conduct a Risk Assessment)

¥
U

Funoud 5: a5 lUsdlwine (Create a Target Profile) madns e
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FURDUN 6: NAUA TATIZR LAY AGIA UANEIA YYUoYadln (Determine,
Analyze, and Prioritize Gaps)

Fupauil 7: siunsnuwuli URns (mplement Action Plan)

Crosswalk: Baldrige Cybersecurity Excellence Builder and Cybersecurity Framework

Cybersecurity Excellence Builder
4 v Related Sections in the Cybersecurity Framework
Categories and Items

2.4, Figure 2: Notional Information |B.2, Establishing or Improving Appendix A: Framework Core

and Decision Flows a Cybersecurity Program a

Functions and Categories

C Organizational Context

C.1 Organizational Description Executive Level Step 1: Prioritize and Scope; ID-AM, ID-BE, ID-5C
Step 2: Orient

C.2 Organizational Situation Executive Level; Changes in Current Step 1: Prioritize and Scope; ID-BE, ID-RM
and Future Risk Step 2: Orient
2 Strategy
2.1 Strategy Development Business/Process Level;Mission Priority = Step 1: Prioritize and Scope. ID-BE, ID-GV,
and Risk Appetite and Budget; Step 2: Orient. ID-RA, ID-RM, ID-SC
Changes in Current and Future Risk Step 4: Conduct a Risk
Assessment.

Step 5: Create a Target Profile;
Step 6: Determine, Analyze, and

Prioritize Gaps

2.2 Strategy Implementation Business/Process Level;Mission Priority = Step 1: Prioritize and Scope. ID-BE, ID-GV, ID-RA, ID-RM
and Risk Appetite and Budget; Step 2: Orient.
Changes in Current and Future Risk Step 5: Create a Target Profile.

Step 7: Implement Action Plan

A9 5 wanisnsInvituneunsInitn1suseduuasUsuuan1sdanis munseuauduAg

Uaanitluuesvedudnsa (NSeudmians)

2.4.2 JuppunsuseiiusEAuNsnauauss  Lagldnszuiuniswazranisusedu e
MAUARIBEUNY (BIANTTUSUAY (Reactive), DIANSNIINISHS BN (Early), 9IANIAAINAILN
(Developing), 94A AT IAIIUNT 8L (Mature), 93A NTT UL (Leading), 93A NIH 10819

(Exemplary)) Tunsmevauswasaunsalautuamslsuasinazais

2.5 Jpsendayan1saiNnsauLLINEnsAansAulunsUaaniluuas

AMonuAefunszuiuns veilunsideadlfiang te 2 gnsmaniesdng
LarauLad sdlodmiunAUfuR (Crosswalk) uagda 3.2 U89 NTOULLIMNITHAILN
Iﬂiaa%’wﬁjugmﬁ’]ﬁ’@é’mmmﬁumﬂaaﬂﬁa%L‘U@% V.11 Aprill8 13een1sdngavie
Uuuslusunsuaudaendenislsiues Seiunouseluiuandiidiuinesdnsanunsald

Framework Liiaa31es1en1sannudasassnislaiuasing
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v
L od

a -4
AUABAUNITIALATISN
Framework for v o
W31V R
Cybersecurity Excellence Improving . .
AR gnsAransleiuas
Builder . "
el Uaansuls dinaruanianu
Categories and Items Infrastructure ‘ < P A
LU3s &bl HUUAILLWAIUIA
Cybersecurity
2 UWHUENSANEAS (Strategy) 99 .0 I9¥NTOU
. - WlgU8/eNSAIAN3NS
2.1 MINAUENSAENS 5 P
ShwnAudunslaendy
(ID-BE, ID-GV,
( Strate Development) : I Uas G w.a.
4 P ID-RA, ID-RM,
BIANTIIUNTITNANTUIAIN 1D-50) b&oo — b&od
Auasnelaiuasunisnmun
1 dl
gnsAnansvasnnegls? daun 1, 3
N.3.U.1
2.2 nslduaunagns(strategy U8 .o QAN NS
Implementation): 8 4@ N5 1% B
1 PR i
serUsEnausuvaspusiuag | (D-BE, ID-GV, ywmsmumﬂuimqaﬁq
Jaoatelaivesluuny | D-RA ID-RM) wugmmﬂmwmms?ﬂmi
gusrnanigsAvatials BT UUENSAUNAN VDY
NATFUavDNYU

AN 6 BEUIYFHIBYINITINAINUKLALTUNDUNITIAVIINTDULLINE

2.5.1 TunauMsnaUAIRIUNITUslIuTaN 2 uNuUENSANERS WHUNGYNS (Strategy)
ASUSITAMULE 99 AL UAIUaan 8 l9lUs A 9aN1sANLTALRULAE AL LD S11N1S
MUY TPgRNNEe81989N15US UL WAL E LA UL NS WENSNANNA

2.5.1.1 Aaude 2.1 MswmuIenseAans (Strategy Development): Ao

3g5nsisanautuAmtlaeslun s wauensA1Ens aenals?
VANELYE) NITHAIUIYNSANEN TN TINAILUINIIVBIBIANT IINITRTUNT DY

dmiuauIAn $18N15ANINYAN 2 L1URINITINUHUENEAERSVRIDIANTNALRINTAN
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a

AnufasnsanusiunsasniondluiuefuasesAnsliiaenadesiuunugnsmansgsia
VAN LUA NI ILVBIBIANTAIVAY

Tunaiaunagnsmuiuasaendevdlauesdu esdnsmsfiansansedua
Aeavosasdnsiiseniuld fenuanumngaundy sadnsdosiarsansiude druaivayy
#1499 19U heduayulazmies U fuR Addwsnilumsiudunsenaondensle
wosvesesrng leun (1) Tmsnausumssiunsaenstlauesfunsyuumsnausuna
gmsvesesrng (2) isiladn maFeuiSsusiiernuiuasaonsdelawesitniuumy
gNSMEnIlagTINTBIBIANT (3) NTrUIuMsagnsmansgnsmdiuuleuelyiuasns
UFTRAummsunsasndeluwes (4) usin Ainnevideyaiiiedes wasiaundeya
Agatuanuduasasadslouesdmiunssurunananaugnsmans (5) sy
nszvrumsladuauiunasadslawesfazdifaldlaeninnuiagnssuiunisinag
d3aldlneiaivayuniondn (6) eglseimnednagnsiifntuanuiunsasndely
woskasdmuaalumsussai ey (7) YanUssasdiBagnomanivaseiusiung
vaenstluuosiddnmesesinsaenndesiuingUszasdBanagnslasamesosinsesidls
(8) psAnsusTgHAL mNeusEVSMARTFUA LR BIM UL unsUaendeluiueses
wduayw s mUuR dildnlndiudeuasingUsasdlaengls?

2.5.1.2 A0NUTD 2.2 miﬂizqﬂm‘t’ﬁmuﬂaqwé (Strategy Implementation):

ynesdsnsliesdUsznaud uvesnusuasUaondolees oy lunsuy nsmans
oedls? 1 (1) eusfunsaendelauesifetummliifnmdnlusvezduiasszes
6127 (2) maUszgndldmuniuasaensieluueffiAetasiuumuujdinisegals (3)
osrnsiilaldegndlsimsnensmensiuiasninensdu 4 ndeufiazatuayuliiesdns
nsussaesunsaendluesiiAedestunaulfuang luvasiinuufoinude
unvilutlagiu? (@) Admandnvesesdnsiunuativayudmneanuiunsasndsle
Wossrarduuayaverem AuunugvsmansuazununTUfoRnuvesesdnsesdle? (5)
pernsldumsnsns edad Tala Tun1shanunadugs wasUszans nnwssaudung
Uaongluueifiiendoatuwmlfiing (6) wmsnmavidedadtamuda 5 du asdns
amsaiiarUsznunsaiiagldadnet dulssAvsamlunmususerdunoy ey
s1alugunuule? (7) eadnsdmviuazyszyndldanuiunsasndeleiues i sy
U URNsleREels nanmunsalfaan1sNsUSUsEAULNLI (shift in plans) wazns

U URnunulvsoen s
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2.5.2 SumpunsaiunssuLumsgnsmaniauiuasaeadeluiues
2.5.2.1 NMIWAUIYNSAERT (Strategy Development) A1uU8 3.2 Va9

ﬂiauLmeqmﬁmuﬂmqa%f']qﬁugmé’ﬁ@gﬁmmmﬁumﬂaaﬁﬁalszjwa% V.1.1 April18 i
MIALIUNMIIUNGUNUMENAD 11338y (D) wasiinguamgaslaun ID-BE, ID-GV,ID-RA, ID-
RM, ID-SC FsazaBuneusasdunausialy

Fumeud 1: NFANANUALEIRYLAEUBULR (Prioritize and Scope)
_Risk Management Strategy (ID.RM): §1upudfauedesdns dod1in anudssdisensu
I uardoauvdvesesdnslssumsimuauadddii eaiuayunsindulafuanandewin
U URANS
- Supply Chain Risk Management (ID.SC): 1uaud1fsy dadin nisueusuauides
LAzt oAz 1uvesesdns eaivayumsinduladuanudesifsadasiunsdans
arundedluvinslggunu uaznsesdnslaimuauasszgndlinszuiumaiiossy Usadu
wazdanseudedlusiddguniu

Fupeut 2: mavhaoandla Orient)
- Business Environment (ID.BE): nM1svianandilanasdanannuaudfgy wWusia Jngusvase

HadmlaE Ay warfanITUTeIeIANT lBLIIUNUIMMTNANUTURAYe ULAENSAnEUla

TunisdanisanuEeanissneanuiuasUasnseluwas

- Governance (ID-GV): nM15¥11Aus11a Wlaune TUNDY, NSEUIUNITIUAITTANITHEY
AARNUTDAYUATDIBIANT ,NYVNNY AULEES, BIndeu kasdonmualunIsailiueu

LAZLAILA DUDINITIANISAMUAI T UANNUaRAN BNeluuas

Fumeuit 6: MsfiunsussfiueuiEes (Conduct a Risk Assessment)
ID-RA, Risk Assessment (ID.RA): asAnsdlaiemnundesinuanutaondonslewesaanis
FULNUYBIDIANT NINTAURIRIANT LaryAAa (STIANABa nsRa wiind
Adnuel vdeteides)

Fupauil 5 a¥19UsIng e (Create a Target Profile) asRnsfmumLes

Fupaudl 6 fvun TwRse9 wasdadiuaruddyvesoslnd (Determine,
Analyze, and Prioritize Gaps) BIANIAYAUALDY MIUNANTUTZEY

2.5.2.2 Supeuman1sUssgndldununayns (Strategy Implementation): s

3.2 999 NIOULUINNNIITWAIULATIES 19N ugrudIA gy 1At ursUasnd ulgiues
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V.11 April18 § mysndunsaunguaunanas n1ssey (D) wasdinguanugoslaun ID-
BE, ID-GV, ID-RA Uz ID-RM FaazeBunsusiaziuneusely

Funeud 1: NMFANANUAMLEIRYULAEUBULUR (Prioritize and Scope)
_Risk Management Strategy (ID.RM): §1upudfauedesdng dod1in anudsdisensu
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Funeud 5: asrlUsligmne(Create a Target Profile) m13 Assessment Rubric
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Ttusmsfidndny (gu meldnmsdeiu/msland seritsnsdau maduliunsund) (deya
9198993 iso 27001 lauA A.11.1.4, A17.1.1, A17.1.2, A17.2.1)

2 Governance: (ID-GV) mwiharadla ulswie duseu, nsvumumslunisdnnisuas
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Strategic Cybersecurity Framework

Based on Baldrige Excellency Criteria and Thai Cybersecurity Law and Regulation
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2 Cyberx [Buwidiiln] 2020 GLOBAL IoT/ICS RISK REPORT,2021[ufidudu 2 nsngeu 2564].
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Report.pdf
> Cyberx [Bumasiiin], 2019 Global ICS & lloT Risk Report. 2020 [Fufi #udu 2 n3ngas
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* National Institute of Standards and Technology (NIST), The Baldrige Cybersecurity
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