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ABSTRACT

AUTHOR: Female Colonel Suchada Boonwattha

THETLE: Efficiency Developing Anti-Handling with Cyber Terrorism

of Directorate of Intelligence.
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KEY TERMS: Efficiency, Anti-Handling with Cyber Terrorism,

Directorate of Intelligence.

CLASSIFICATION:  Unclassified

This research study: Efficiency Developing Anti-Handling with
Cyber Terrorism of Directorate of Intelligence. The aim of; to study problems
affecting work perforrhance anti-handling with cyber terrorism of directorate of
intelligence, to capability in anti-handling with cyber terrorism of directorate of
intelligence and to efficiency development guidelines anti-Handling with cyber
terrorism of directorate of intelligence program.

The research finding; factors affecting anti-handling with cyber
terrorism is policies, plans, cyber infrastructure not communication is the plan
discontinuous and firewall system, intrusion detection system, antivirus
software, equipment modernization, the personnel have no skills, without
knowledge and expertise of system, cyber literacy and continuous in
performance, including knowledge transfer to the personnel Current to
capability in anti-handling with cyber terrorism of directorate of intelligence
there is a policy, operational plan Infrastructure protection, alerting, disaster
recovery protects against a wide range of cyber threats and cyber security
literacy. Don't believe in fake news be sure before sharing. The results of the
research have proposed a guideline development guidelines anti-Handling with
cyber terrorism of directorate of intelligence is restructure the unit, information
system development, is support training and budget, with all forms of cyber
threats. '
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nsazeud uasmnsaifunisaseudmsleuaifiddapialan Tiel ' sdaou
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AsITe LHudy

4. sUnuuvain1stasiunisnenisirenislaiues

1. msdesiunienmenin (Physical Security)” 1uunsnisiledeaiu
Toya LarnIngauaniuAnAIUunInIenIn Nlagianukazliianun mensine

Taamegdnininlunisidauwingy

2. szuuli$iead (Firewall) WWuszuuiaaiudunsienunaindunaside
V3BAT0TNENEUEN ANtNTIAIUANNISIAITENINNATI N e uaNT Mivaende
fuesetnengluaidng

3. 38UUMIATIANINNTYNTN (Intrusion Detection System) Jusyuun
ldnsrmmnisldanuasavieniglusdng lunsidaluanngdedsdu dinaseniny
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(Decryption) Lﬁ@lﬁlﬁﬁﬁmﬂalﬁu
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nsraeuulszdn USuuy wisdmanlusunsuindnlasa asisaeugunaal Tuiin
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AnaeNlUIUATUIINAEUBN'®

n1simuIUsEANSAIMIUsRAIUN1IAN1TTIEN el eI URINTUYN?
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AATITUIAAUE1UI5a TUNITHAIUNISNINITS19N19 e uasue
ASUYIINUITUN

1. IAAUAIUITAIUNITABAIUNITNDNITI18N9 LB UBSVRINTUVIINUITUN

Wiaaduaseinanuanansalunissesiuaniunisainisnenisiienia
lowed fonvanintuldnasninat nesimunldufifauunugnsatans wwy
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IATITRVAANUELNTOLUNTAEAUNTABNITI 18N YLUBSVBINTUU
NAITUN ABLUIAINNAAUDY National Cybersecurity Capacity Maturity Model
(CMMW)* Taseas1evas CMM TakUeyunaan1sussliudnenn waslinAauaunse
Tumsusmsdanseusiunsaendelsvessydulssna sanidu 5 0 fll

'
aaa

357 1 Pudeanuamnselunmsimuulouiswas nseusuIAnfgI iy
ausiuasaendelavesluseiuussma nmsusmsdanslunngings msundes
Tassadfiugiuiiddy madeudoaimih msiluyviedeunsuaundeme
sBsrnuaInsalumsiauulsuieanuiuasiitussans awlunsundeuas
NUNIUABALANATY

iffl 2 Cyber Culture and Society N15USUL NN BILALYIAUAR YD
Uszanauludesnmnuideiulunislddialulanlaued Wumsademnudetuves
Uszangumslausnisdumnesdiin wie Online Service fneq saumanudlaves
Uszwulutosnnudsslunslddumnesiin

fif7 3 Cybersecurity Education, Training and Skills N1TUSWI5AANS
Feamsafrennunseniinifmnuddglubesnnusiuasasn fulaiues veq
A1ASgAIALONTY WazUszywusiall naonuA1TEUTHALSRIUAIINTLAS
Uaensielaiuesuesniady matenvuuayUszanauiialy

'
aa a

49 4 Legal and Regulatory Frameworks miﬁmumgwmmaz
ngszidouinedesiuanuiunslasadelaues fornludniifndanudnludies
[ d‘ 4 1 U d‘ aa o . . . dl o Y a é{
Wau e lAvNiunsidsulUaanehasia (Digital Transformation) MNNa9LARTI
wazananIENUsian1IAuTInvesUTErITUTlan

aad

1@ 5 Standards, Organizations, and Technologies mi‘ﬁmmmmgm
wagnsUFiRnuasuiineiunmsldnaluladiuanuiuasasn folaues
msmuaNmiunsasnisluues msldimaluladiuausiunsasndeloues
detlostuselaveslussduyana seduesdng uaslassaiisiugiuvossemna
paenaumsiamaluladiioanrudssiifeadostunnuiunsUasnsisloues
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AATITAFNITINADUNNENTANENT

Walvnlaanimdymn wazAInnITlan1ITwINROUNNENTAIENT
iethunUssgnaldidunuamieniswaunuszavinmanunesiiunsnen1sseni
lowesvaansurrimmsun lanedl

1. anzwIndauniegnsatanslussaulan

mawasuulawesaniiglanluilegtu lid1asdu nmadles iasugha
fPuNINYT NMINMS MerAans walulad MINGIU NINYINTTITUVIALAY
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Trends” fialanthundudladslumsinseiannsaiouanieduiuiniayes
nsWuuenuluifcne suvsusemelnefifinisussgdoswes Mega Trends 14
TusraunuimuAsygiauaydanuLiend atufl 13 aseunauszezaan 5 U (W,
2565-2570)%

2. AATIZWINADUNEYNTAENTUTZAUNTNA

NAMIANIANMzIIndeNiuAITuAUaeaf N slaiua$TE AU
2flana wuin nsasunlaslugdsaudinna (Digitalization) Athundsfeanaiy
anusiuasludnuazveansiidumedidn uazaeuiumesifudemislunislaud
viofi3unin o1vanssiluiues(Cyber-Cime)” endoudunfiniafifld uiugld
sumesidadulniiiignlulan meluendouiilszrnsnieimilafudlidedny
oaulatl (Social Media) 3svinlsiondoudunandsnusoulatsusuniivelan
LazaINMsInduiu 10 Ussmagldinatn (Facebook) undigalulan nuin
Uszinmaudnendeou ¢ laun dulailde Mauludduauy wazlnailunquussina
fogludusiudenann® dmiuendeuiu orvginsiluuefidusanaunnusiuas
ﬁgﬂﬁmuﬂlﬁﬁtﬂud'gwﬁmqmmmmm%’mmﬁﬁﬁnﬁ’fg melauszanaunsiiio
wazAuTuALYetadou Tnsar1udinilievesandoudiunisianistann
g1ugnssulauesansanuslalu 3 dnwus laun 1) anunudeneluondou
aNWAEYINITINUTEYY 2) ANUTINLBLUTEAUNYAIA wag 3) N159AYINATIANS
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9UFuU uazliAUEIAYRY1NLINFDNTALESUAINLTILLD LagNISLETNa19TA
ANasaLiesuilaiuAuienslelues tazevgnssunsluiues

3. AN1IRINARUNENSAEASIUTEAUUSTINA

NNMIANIENEIIndemsuasasnfonaluuefazdulseina
anunsainsluueifiAatuntsisunatesUssmalne Ieanulsuneliysunnis
anusfuastasnfonidlsveinugiunisduindouasusianivia Tnglddnds
AzNIIUMISNEIAuTunsUaendulauasuiand wie National Cybersecurity
Committee Yagumalulad uazszuvansauma (JuinIosilodfnyionis
Tuindougsiauazesdnslsiinnudmntuazsands suiinaudsusasgsials
ddsnufivia (Transformation) vilvissAauaresdnanaiudeandyiuay
Hosnfoanaamslenes (Cyber Threats) fianntu msdnuanusiuasaon i
sofuanamnialeiued Jadlunumiidfydessaresdnsiduegiain nnsd
anusiuastasnieandoanaiunislaueiiinnuianuressduamidss il
wsuAundoslunsfudiofufeanamnislaues sudinmsuimaanadesis
fuyAaIng NTEUIUMT LagiadesdlomalulaBansauna ievasifinuausivla
wazsiunwodliunsienadauas nauszanau tuslilassaieiugiud iy
NNENTEUNARAENIEIUNATTININ ST INMa T bWINUG URLUN 55 n¥IAY
sunsasadvluued InsihseTafoanaauasiivisuiiodedrussuulsinguan
yhauldmauni finmssuilouasUszaunuiunasfudrinnudnuanusiuns
Uaaadtluues Weflfeeussiivilinisliuinisddnylianmnsaviauls aui
Tussvrunensou

AATIZWENINLINADUNITWAIUIUTLENTATNIURDAIUNISABNTS8N9 buas
YDINTUIIINNITUN A1eTIANTDULUIAR PMESII

N15ABAIUNITNBN1SI1eNn1eleiuasainlanleluas WeuuATEINY
walulafarsawnaunaznisdeans wedessunislandinislowasneliiia
AMULEEMY LasNansznUlUNNINIMNAIUNITLELTDY LTENA wasdInuInINeg ok
Wumdssiunauisnd (National Power) Tusnuanusiunsuasnfovestssme

AunIslias (Political) gnsetansnsunlddayminisnen1ssienis
liued fimsusuasuanaiiiolviaonadestiuanmuindon uaziannsuesngy
o1 nsaumluvefifinaudsunasgmsaans waggmsislumsdeduiniy
msladlsedfidunisairsanudonedeiuiluueiisesiuninfudoya
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LAZUINITINNTITTRYA N15VNFINTIUNITRY WALNITAIUANTZUUNITHIIUVDS
lAssasanugIuNIAsy

Frun1smuns (Military) nesinunl@difiunisnuunasniadeiniiie
Tistufeanaumslowesluguuuudineg fimslidoooulaiioussloviluny
srumsin iedesmsnslideituaiesilo lumsimeunsuuAnditen msldnnu
SULSY MIADUNNIANITIE M3dnmenys uasTaniilduszneuidueys sauvs
aouIs e mavandninsmeaunsainazienisedusesennusiuasues
1@ Frunslaufleweidelifnmiudemesofiuilaveifignldidudundsly
nsvisuresnasinun silumaifudoyafiddydeauiunsesszna n1sds
nstiyEms msruaNszuUeTsemlsUnnl waslassadeiuguiidndsy sl
FFUATANTlnwesluszRugnsnisuargnsis dromai nsdediunisde
nMsHen1elauas Arun1sinseds N1sAenIN NsRsIRdeUIATIElYUTkaY
Toyavmansiiluforoniuiuns Meaduayumsufiinsinvesnesyinun

FuAsegha (Economic) Turnamsszumvedladn-19 Insuiuiuden
sULuuNsYineu Inensihssuvansaune ulglun1sinanu ey n1suseyu
H1ulUsuNsy Zoom n1svingsnssuesulatsneg vinlvifindedlul Aan1slausnig
loweslugvuuulmia Jwwesinuanudasniuvesteyadiudi iussuumnalulad
asauma Jeafuarmidssananuidenloamnsnisiunsindeudie Guny waz
Usinaganssuiidiiudu venntu madsuudamdsgalaia - 19 Tanldfinan
VUCA World g BANI World dawasien1ngsia amanvnssy tAnmsiasundas
0619990157 viegmyinansldnasaian nA A agfuannziiaaianlien
LAEENANTENURBNTIIUNUTIIEAIUANENIUNTAIAY

arudean (Social) n1slddsseulatlunisudesdiiaie ilviiana
NIENUABAMUTUAILIIYIR LNAAULANLENTDIEAY NINNAURDUR WAz AN
Tnalunsvinanederunyinusssu Tulanluwes waznseviedauseulad dns
o < a bl wa sa _a 1% Aa = N 1
Usziauluenaniuseifransnase wagdeyaninileu n1sideuleatayain
Towiagsanulemieanuiire Junsdoyaiinluwinsfingig wasdadounsieas
Tawasgianuilnge uldludeulvadvanunisalyuussneanuliasududiose
AUTUAIVDIYF

14 v 1 . [ A a ¥ = 1
AudaYav13813 (Information) fuAnNAINTLANAINNTTIY WTBLHEUNT

&

Joyaitiiluasazelimuisay itareauuneievesyana wisan 1ty e
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roliAnAailiiasy niedeyailigniesmiungmang 1wy arun eu191s wiu
Uszav wagsamtenslawanveduiinuunaniasunigg (SPAM) saulids nsld
dodsanooulavlunisiaifoudias Tnefivarniiduanuiduasainuaied
Tndeuiioussloviuisedns esnndedinueeuladlifinismuaunionlun
g0 niindognaiuanlneniasy widagunmaweunsteyaldsululae
weluladuarlsifinsemunundunses vilinistaideunazmanszanedeyatinans
Il hauazdetunsienisauaurinldendngae

#rulassadeiugiu (nfrastructure) nosvimunilgmsaansmid il
waseg1adugusssu dnswseuaunielumsdediunisnenisiendleiues
Tnwendunseunisdniunis 5 duneu fudu WetuUsenaansgowsng
Usenaueie sudeanay (Identify) Jasiudaanay (Protect) n533dusisnnay
(Detect) nauauss (Response) hazAUaANINIzUU (Recovery) Fetuneumaniiy
fugruresmssuiletunislauddmuluvesiivhlansensu Jesturadssnisland
lnensiiauaslanfssuunsaeuLarAIUANNTYINUYRISEUUaS SULAAYSE
ABUINNTANSITRUY

Jadunanlun1sias1znasuinaoun1guanmIunan PEST Analysis
aunsaazuuenidulenia wazauassa lansil

ulgune ngseideu (Policy)

lona nasinundndlukuUiRsvnisvesnesinun dalainisienles
AIUABAARBITULHUSEAUATG 9 VBILNSANER TR

guassa seilousenmshiiveduiglumsuifaulumsdngunsalssuy
asauwme Nviuaudnunlteu Jymnisassulssanu dngedndnsnait sauly
femsilasusdasseauulouiy anviensuiudsslasansuesiilinausiosies

\As¥gNa (Economic)

lona nsiaulnvaAsygialnesassunsiiuls wasWauIniaiu
walulagaIviaunau
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nsENURUNMSAUlanNIeUATEERa Jelin1susuasuguuuumsvinanunldssuy
ansaunaduunty Jadulemadinnislauinidlevesiuguuuulaig
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lona mslede Aavia AiimunTulugadagiu

guassa anubliidilalunisldnumalulagndanududou siudasde
ANANTIAIALIRS

walulagansaumea (Technology)

Tonnd UANUNINLIkazLUR L LuYaamAlulagNenan 1Nty
weu dinsiimalulad 11UszendiuuYeiienuauY lavainuaieuinau
way YU RNTULALY9IN19NS I UL LYY
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ANAIUVA L UDS TN NS INTEAUUIN YAV ANUTULIININTY

A15AIATITATAAUEINTTAVBINIAINANULY LYLUBS NI

Uadenanlunisinsienasindaunigluniundn 4 M anunsaaguuen

4
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< < ! 1%
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/

Araana (Man)

s didmaujufanuiulsues Tn591uNukaInILHLTILY
yaanseuauuasUaon fuleue fusitisnunugnsaans Inmaiasuaiig
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msvianadlafufognamguuuuingeg dulvgfwinniug vnddmad
Ferwey v1ndndiindunissnuanulaeadenislaues

qudszanae (Money)

< v = [ o g ¥ v 3 s
AT NoITNUNIN1TInasTIvyUssuuUseI Ulvnvaudleiues
nasinunuazatvayuuiunsienun1snen1sienislguesiiulszdmnd
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N1999N13 (Management)

uds nosvinunduleuiy wazgvsaansitntay Nefunsimuay
ANUNITADAIUNITADANTINENWIDLUDS HLATIAS1INITIANUISINUNSURA YR U UL
LUDSTUNTINUNDIVNUN
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funsUasndeidegn fanelunaznieuenyszne N15URURNSITagN aunsaly
Huidssrunalumsujiinisuulanlewes Wuiinsufuidn fugnaalewes
(Cyber Threats) gnianldiduiasosiiontesnsmms lidnazifunisanzszuy
(Hack /Crack) msilslusunsudnasulasnssudeya 1wy avnewns (Spyware) wie
Usegvas (Back Door) laudmglusunsugdaunds (Malware) 1u hisanauiinnes
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Horse) n1sl4TUsuAsUIa I uLilen1sinane (Logic Bomb) n1staufuuy
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